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Introduction

Kerckhoffs’ Principle for Intrusion Detection 1.0ct.2008.




Design of a system should not require secrecy, and
compromise of the system should not inconvenience
the correspondents. (Kerckhoffs, 1883)

The enemy knows the system being used (Shannon,

1949)

Open design principle for security mechanisms
(Saltzer and Schroeder, 1975)

Opposite of “security through obscurity”



Packet payload (HTTP) divided into words
Delimiters
CRLFTABSPACE,.: /\&?=()[]";<>
Learning words
Detection — Payload anomaly score

Score (%) = New words/ Total words
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Set of 20 delimiters detection scores
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Set of 15 delimiters detection scores
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Original attack (Apache mod_rewrite vuln.)
GET

/1/ldap://2QeT9jN5nS4QA9/HTiYB1T8LhY9Az9DTR9
%3teG%3tu%3tHT%3tk%3{%90+ encoded.payload

Modified attack (Apache mod_rewrite vuln.)

GET
/1/1dap://GET.GET.GET.GET/GET.GET.GET.GET.G
ET.GET.GET.GET.%3t.HTTP.%3t. HTTP.%3t.GET.GE
T.GET.%3{.HTTP.%3{%90+ encoded.payload
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Mimicry attack detection scores

2nd get of delimiters 3rd set of delimiters

Original Modified Original Modified Original Modified

attack attack attack attack attack attack
76 50 59 62 71 78
79 46 55 63 68 74
78 59 67 68 78 81
77 45 60 68 70 84

Base system — modified attack 35% lower score
Keyed system — modified attack >= score

Kerckhoffs’ Principle for Intrusion Detection 1.0c¢t.2008.




New IDS design approach

An example of idea implementation

Should work with other application protocols
Key maintenance issues

Question ?
sasa.mrdovic@etf.unsa.ba




